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e Virus and malware protection.
Virus and spyware definitions
are automatically downloaded
several times a day for
up-to-the-minute protection
of e-mail.

e Customizable controls. You
may choose an appropriate
level of control over the
traffic into and out of your
network, or let the system
determine what’s best

e Custom spam filtering.
Bayesian filtering and e-mail
whitelists and blacklists are
built right into the firewall
software.

e Custom design and imple-
mentation available. ENA can
design the most effective
solution for your school
system’s unique needs.

“l was pleasantly surprised
by the quick and painless
installation. It's easier to
sleep at night knowing that
the firewall is in place.”

- Gary Lilly, Technology Coordinator

The Challenge

It used to be enough to have a lock on your school doors to keep unauthorized
intruders out. In today’s digital world, schools must invest time and money building
a security system to prevent unauthorized access to both their technology resources
and their facility.

The Solution

ENA specializes in designing an integrated firewall solution that provides you
network security and peace of mind. A firewall is a set of related programs, located
at a network gateway server, which protects the resources of a private network on
users from other networks. Basically, a firewall, working closely with a router
program, examines each network packet to determine whether or not to forward it to
toward its destination.

ENA approaches network security from an overall network perspective, ensuring
that your firewall service is an integral component of your overall information secu-
rity policy. You decide the level of protection you need for complete control over
traffic both into and out of your network. The end result is a system that enables you
to take full advantage of the Internet’s enormous resources and capabilities without
compromising the integrity of your information or technology investment.

Enterprise-class Spam and Virus Protection

Building on its solid antivirus capabilities, the ENA Managed Firewall Service
includes e-mail spam and spyware protection, wireless device protection, built-in
privacy protections, and customizable controls, including our highly ranked toll-free
customer support for the life of the service. The software automatically checks for
new virus updates every three hours, while spam prevention offers a whitelist, black-
list, and Bayesian filter — all at a price substantially lower than many other antivirus
suites.

ENA leverages its many years of experience and outstanding record of success in
directing and managing large, complex educational technology projects. Through
this we are able to reduce costs and implementation time for our customers. Our
customers know ENA as a reliable partner, with expert knowledge in education tech-
nology, and as a one-of-a-kind provider of effective, affordable implementation and
consulting services.

ENA provides multiple firewall solutions to meet the needs of our
various customers.
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Your Own Hosted Firewall

Enhanced Internet Access Upgrade. ENA provides all services
necessary to integrate your self-managed firewall into the

ENA Super POP

network, including all hardware, software, maintenance, and
support.

Internet

Firewall Device Support. ENA will provide consulting services
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on an hourly basis. Firewall consulting services focus on the
following needs:
Firewall Device Support: ENA will provide consulting services on

Existing Router

Firewall an hourly basis. Firewall consulting services focus on the follow-
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ing needs:

- Assessment: Analyzing your network solution for your
organization.
- Design: Planning the right firewall solution for your organization.

School Site 1 School Site 2 School Site 3 School Site 4 . 3 i
- Software and Hardware Selection: Choosing the best firewall
~ o solution available.
With ENA’s help, your own hosted firewall solution - Customization: Adapting and implementing your firewall to your
allows each school system to purchase, own, and specific network configuration.

maintain its own firewall, while ENA installs and

- Support: Supporting the ongoing configuration, operation and
manages the overall firewall solution. PP PP g g g g P

maintenance of your firewall solution.

Centrally Hosted Firewall

- Hosted Redundant Firewall: ENA will provide a school
system’s firewall service on redundant Cisco Pix firewall
devices hosted at ENA’'s Super POP. This centrally hosted

\ hardware configuration minimizes potential downtime

Internet

| from user error, device failure, or routine maintenance.
! - Assessment: ENA will analyze a school system’s infra-

|
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! ENASuperPOPJ‘ structure for risks and vulnerabilities.
L/ - Custom Design: ENA will provide a custom configuration
I based on your specific network and security needs.
- -« Support: ENA will monitor and support the ongoing

configuration, operation and maintenance of your firewall

solution including all hardware and software mainte-

nance, repair, and related costs.
- No Hidden Costs: All costs are included in the monthly
School Site4  School Site5  School Site 6 service price. This solution requires no separate equip-
ment purchases. All support, maintenance and repairs
School Site 1 School Site2 ~ School Site 3 are included.
(. J

About ENA, Inc.
ENA’s Centrally Hosted Firewall is a highly reliable,

enterprise-class solution. ENA manages this firewall

configuration, procuring, implementing, maintaining, and ENA provides managed network and technology solutions for
supporting all software and hardware components school systems, libraries, and governments. ENA was founded
contained in the firewall. with a vision to provide technology solutions that make reaching
and using valuable information as easy and reliable as turning
on the lights. Since building the first statewide K-12 network in
the United States in 1996, we have established a reputation as

MORE THAN JUST BA ND W/D TH a reliable partner with expert knowledge in Internet access,

broadly distributed networks, value-added customized

R services, and funding sources such as E-Rate.

‘ : www.ena.com

For More Information
Please visit www.ena.com or call toll-free (866) 615-1101. Contact us via e-mail at info@ena.com.
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