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TIPS TO AVOID
DATA BREACHING APPS

The danger is real—and so are the lawsuits.
In 2018, the FBI issued a stark warning to school leaders that the proliferation
and implementation of educational technologies in U.S. schools, paired with
the widespread collection of student data, could have privacy and safety
implications if compromised 1
The FBI’s concern proved to be well-founded. In the K–12 Cybersecurity 2018
Year in Review, it reported that unauthorized disclosures of K–12 data held
by vendors or partners made up the bulk of the 122 publicly disclosed data
breaches in education.
Unfortunately, these breaches have costly implications for districts beyond the loss of data for school
districts. It often means the loss of hundreds of thousands of dollars—or more—after litigation is complete.
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HERE ARE FIVE QUICK WAYS TO KEEP DATA BREACHING APPS
FROM INFILTRATING YOUR SCHOOL OR DISTRICT:
1. TRACK APP USAGE
Monitor the usage of applications to make sure
you know which apps are being used in your
classes and schools. According to CatchOn’s
findings, only 6% of the apps being used by
schools are known and approved by the school
district, meaning that 94% of the web-based
tools being used by teachers and students have
not been vetted by district leaders.
2. DO YOUR RESEARCH
Thoroughly vet any vendor’s claims about data
privacy and the steps they take to keep it safe.
Read the fine language. Request everything in
writing. This really should be included and stated
clearly in your service-level agreement (SLA).

3. KNOW THEIR DATA POLICIES
Make sure you know exactly what each vendor
does with your data. For example, do they sell it
to third parties? Do they destroy it when you stop
using their service?
4. UNDERSTAND THEIR DATA BREACH PLANS
Request vendors share their policies regarding
a data breach on their end. What steps do they
have in place to ensure your data is protected in
the event of a breach?
5. CHECK VENDOR BACKGROUNDS
Find out how much your vendors actively value
student data privacy. For example, are they a
member of the Student Data Privacy Consortium,
an organization at the forefront of safeguarding
student data? If so, they have already shown a
great concern for protecting student data privacy.

Unfortunately, you can’t take any of the proactive steps outlined above if you don’t know what apps and tools
are being used on your school devices. Deploying CatchOn enables you to see the apps being used on every
school device—whether it’s located in the school building or carried home by students or staff, helping you
safeguard your students’ data.

At CatchOn, we know privacy is paramount. We have signed the
Student Privacy Pledge and have proudly joined the following
organizations to support student data privacy: Student Data
Privacy Consortium, Future of Privacy Forum, and iKeepSafe.

Safeguard Student
Data with CatchOn
Visibility Tool
The influx of devices in the classroom has opened the
flood gates to a plethora of online applications and
tools. While many are helpful, some can pose a risk to
a school district’s student data privacy policies.
CatchOn enables education leaders to see software
applications used on school devices, both inside and
outside the classroom, meaning administrators can now
quickly diagnose applications vulnerable to student
data privacy policies.
Approved and Unapproved Applications
CatchOn gives users the ability to mark and categorize
their applications as approved or not approved by the
district. Users can even sort, download, and export a
list of approved or unapproved applications to share
with district personnel, stakeholders, and parents.

LEARN MORE AND
DEMO CATCHON TODAY!
Sign up for a free demo at www.catchon.com/virtual-demo

CONTACT US TODAY!
For more information about CatchOn, contact 866-615-1101 or info@ena.com.
CatchOn support: 833-619-1646 support@ena.com

ABOUT CATCHON
CatchOn is a user-friendly data analytics tool that compiles real-time data on every device, enabling school districts to make data-informed decisions about the apps and online tools their educators and
students are using. In 2018, CatchOn joined forces with ENA, a leading provider of comprehensive technology solutions to education institutions and libraries across the nation. Collectively, CatchOn and
ENA leverage their respective resources and expertise to deliver critical services and solutions that help school districts produce positive outcomes in the communities they serve.

